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Journal - Office of Legislative Counsel : Page 3
Tuesday - 15 June 1976

OMB Declassification/Release Instructions on File

7. (Unclassified - THW) BRIEFING I called Tom Smeeton,
House International Relations Committee staff, to check on the briefing
for Representatives William Broomfield (R., Mich.), Thomas E. Morgan
(D., Pa.), and Clement J. Zablocki (D., Wis. ) on the files obtained by
the North Vietnamese when they invaded Saigon. Smeeton sald that
Representative Broomfield had been unable to line up Representatives
Morgan and Zablocki and had cancelled the request for the time being.

8. (Unclassified - THW) LIAISON I called Marian Czarnecki,
Chief of Staff, Iouse International Relations Committee, with respect
to the letter from Representative Thomas E. Morgan (D., Pa.), Chairman
of the Committee, asking for comments on Representative Michael
Harrington's (D., Mass. ) resolution 1295. We discussed the status of
the matter and procedural aspects. Czarnecki suggested that we discuss
our draft answer with him informally before it is finalized.

I also mentioned the letter from Repres entative Lester L. Wolff
(D., N.Y.), Chairman of the Special Subcommittee on Fulure Foreign

STATINTL  Policy Research and Development, and told him that the Director was

reluctant to authorize the appearance of_ on the basis that
he does not want Agency personnel involved in policy discussions.
Czarnecki said that while he would be willing to approach Chairman
Morgan, the Director should call the Chairman directly.

9. (Unclassified - WPB) LEGISLATION Called Bob Carlstrom, OMB,
and cleared Assistant Attorney Ceneral Richard L. i Thornburgh's testimony
Von S, 1343, "The Right of Financial Privacy Act of 1973, " before the Senate
Committee on Banking, Housing and Urban Affairs.

10. (Internal Use Only - WPB) LEGISLATION Called Russ Rourke,
on the White House staff; Sam Goldberg, Deputy Assistant Secretary of State for
Congressional Relations; and Tom Smeeton, on the Minority staff of the House
STATINTL International Relations Gommittee, tolalert them to -Representative'l\/lichael E
Harrington's (D.,'Mass.) resolution of inguiry’ Goldberg
asked that we sead him whatever infoimation we send to the NSC.

CIA INTERMAL VSt oNLY

Approved For Release 2001/11/16 : CIA-RDP77M00144R0008001 10014-0



cee

Mr.
Mr.
Mr.

- Mr.

Mr.

. v

Approved For Release‘zgm,l}ﬂﬁﬁw GHA-RDP77ME0144RO0PAOQIA00M0 [ /¢ /70 7

T MANAGEIMAUNT AND BUDGET
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June 11, 1976
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NN Legisiative Liaison Officer

Dopartment of the Treasury

Fedarel Reserve Board

Foederal Home Loan Bank Board

I'ederal Deposit Ingsurance Corporation

Lxport-import Bank

Central Intelligence Agency

Domestic Council Committee on the
Right of Privacy

SUBIECT: Richard L. Thernburgh's testimony on 8.

134 3, a bill,
"The Right of Financial Privacy Act of 197

3.

The Office of Management and RBudget requests the views of
your agency on the above sub)ect before aﬁviSing on its
relatlonahlp to the program of the President, in accordance

with OMB Circular A-19.

A regponse to this regeZst for your views is needed -
no later than c.o.b. (Monday, June 14, 1976 ° e

Questions should be referred to Robert . Carlstrom

(395-3857 ) @ —k@———m—mme S s e e

the legislative analyst in this office.

Bedell A 2Ry
Reeder - e TS b
Arnold _ , ' : Bernard H. Martin for
Parsons Assistant Director for
Lazarus ‘ Legislative Reference
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DRAFT

TESTIMONY
OF

RICHARD L. THORNBURGH
ASSISTANT ATTORMEY GENERAL
CRIMINAL DIVISION
DEPARTMENT OF JUSTICE

ON

$.1343
. THE RIGHT TO FINANCIAL PRIVACY ACT OF 1973

BEFORE

THE SENATE COMMITTEE ON BAMKING,
HOUSING AND URBAN AFFAIRS

JUNE 17, 1976

Approved For Release 2001/11/16 : CIA-RDP77M00144R000800110014-0



e e B e s R e
.

Approved For Release 2001/11/16 : CIA-RDP77M00144R000800110014-0

| I appreciate the opprotunity to appear hefore you today to give
the views of the Department of Justice on 8.1343.7 This Bill would prohibit
the disclosure of financial records by a financial institution to any
officer, employee, or agent of the United States, or any agency or
department thereof or of a State or Tocal government, except in four
Timited instances to be discussed in more detail 1aterT Under the Bill,
any government officer or employee who discloses or obtains financial
records, other than under one of the Bill's exceptions, would be subject
to a civil action for damages to the aggfieved customer, and, in the case
of a willful and knowing violation, to criminal penalties of up to one
year imprisonmenttor a fine of $5,000 or both. The Bill also provides
that no waiver of any rights created therein "shall be valid, whether
oral or written, and whether with or without consideration.” |

The Départment of Justice is strongly opposed to the enactment

- of this Bill. Although we acknowledge the existence of a privacy interest

of some dimensions on the parf of customers in the financial recovrds -
pertaining to their transactions that are in the hands of the financial
institutions with which they do business, that privacy 1nterest,lin our
view, is far outweighed by the critical need of-the government for such
records in the legitimate pursuit of white-collar, organiied crime and
corruption offenscs. In other words, while this Department firmly believes
that financial records should be protected from abuse, use in legitimate
criminal investigations by law enforcement authorities 1S,Iin our view,

hot an abuse. Restrictions on the examination of such records by commercial
enterprises or private individuals may well be justifiabley and we would

have no objection to such legislation. However, the thrust of this Bill
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'is in precisely the opposite direction. Notably, although the Bill bars

disclosure to criminal investigators, except in certain instances such

as where a court order is obtained, it contains no similar prohibition or

~restrictions on disclosure to private individuals or commercial cntities.

This results in a somewhat peculiar position for the proponents of the

Bill. The privacy interest which the Bill is designed to protect apparently

is deemed to outweigh the public's right to effective enforcement of the
laws, but must bow to the commercial need for such information (as well
as any Congressional need).

The fact is, however, thqt there is no privacy ihterest, .

constitutional or otherwise, of sufficient scope or strength to support

the restrictions on governmental access to financial records proposed

here. As the Supreme Court recently held in United States v. Miller,

____U.s.  (1976), there is no “"reasonable expectation of pri?acy“
1n_such‘records{ A pérson authorizes the creation of such records, By
engaging in the activity or transaction, knowing that these records wi]ﬁ
be out of his possession and viewed by any number of employees of the
institution he is dealing with as well as other institutions; that other
ACOMNerciaJ entities may request and obtain such records in the normal
course of business; and that criminal investigators may see these records
‘for a proper Iaw enforcement purpose. This has been the case with respect
to federal access to such records ever since the records have been kept.
Indeed, governmental access to criminal investigatofs has

often been a principal purpose in requiring that such records‘be

Approved For Release 2001/11/16 : CIA-RDP77M00144R000800110014-0
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icréated aﬁd kept. In enacting the Bank Secrecy Act of 1970, for example,

; 'Congress noted that a main purpose 1in requiring certain bank records to
’be.maintained waé that they "have a high degree of usefulness in criminal,
tax, and regulatory investigations and procéedings.“ (18 U.S.C. 1829b(a)(1)).

The privacy interest in the financial records covered by this
Bi11 is little different from the privacy interest of any other of the
.. records which may be created by commercial entities about us or our activities

i in our daily 1ives. Would any reasonable person consider it inappropriate
“for criminal investigatqrs, without first receiving 1ega1 process or

; informing the customer, to review gasoline station records to determine

| .whether a described car had recently purchased gaso]fne there, or hardware

store records to determine whether a particular person had pgrchased large

quantities of poison, or hotel records to determine whether a particular
person had been a guest at a particular time, or taxicab records to

determine whether a recent customer had been dropped at a particu1af

place, or records from a sporting goods store concerning the purchase of

a telescopic sight? Such actions are, to be sure, "invasions of privacy"

to some degree, just as the examination of bank records can be, but they

"are clearly not unwarranted intrusions into areas where a customer has a
; , countervailing superior inte;est and expectation of privacy.
| ' ' I would note further that the information contained in the
financial records described in this Bill, like the information contained
in most other commercial records, is information which may be obtainable
by questioning the various employees of the institutions involved in the

particular activities or transactions; and I presume that there is no
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suggestion by the proponents of this proposal that criminal investigators
Cou]d or should be barred from, or required to obtain a court order before,
QUestioning these persons. The records are, of course, preferable, not
only because they are much easier to obtain -- indeed the indivfdua]
questioning of the persons invo]ved.wou1d be prbhibitivé in both the time
and the expense it would require -- but also because the records are

~ considerably more reliable.

‘ In short this Bill is objectionable because it reflects a view,
which has no foundation in logic, history or experience, that the privacy -
interest of a cu§t0mer in relation to "his" financial records is more
important than that of society in the investigation of financia]]j related
crimes.

At a time where there is considerable concern for the increased
investigation and progecution of white-collar and organized crime and
government corruption, it seems particularly inappropriate that a propogaT
of this nature should be given serious consfderation. To be sure, the
Bill may méke it more convenient for bankers and other financial institu-
fions, but at a terrible price. I would 1ike to leave no doubt in your

minds that this proposal will seriously hamper
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“all forms of criminal investigations, but especially those concerning
white-collar crime, organized crime, and official corruption.

| To make clear the devastating impact this proposal would have

-on investigation of criminal activity let me consider in turn the practical
value of cach of the four exceptions the Bill provides fo its general
prohibition of disclosure of financial records to government authorities.

The first exception, provided in Sectjon 6, authorizes disclosure
where it {s specifically authorized in a written and signed statement by
Athe customer. Obviously, no person involved in crjmfna] activity whose
_financial records would assist in the detection and prosecution of that -~
activity is 1ikeiy to give such an authorizatioh. And note that even if
such an authorization had previously been obtained -- from a government

_ official, for example, as a prerequisite to his obtaining a certain
'positibn -- such prior authorization is limited to a period of one year
and apparently may bé revoked at any time.

Section 7 of the Bill permits discTosure‘under an administrative
summons or subpoena fotherwise authorized by Taw." Administrative subpoenas
are not, however, generally available to federal c¢riminal investigators.
nAnd where an investigator, outside the Department of Justfce, has access
to such an adminisﬁrative subpoena, its usefulness is severely limited by
"the requirement that the customer be notified of the goVernment‘s investi-
gation and inquiry, by the customer's ability to cha]]énge the subpocna
or summons in court, and by the delay inherent in such Titigation. I
shall discuss in more detail the proﬁlems caused by these req@irements in

a moment.
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Section 8 of the Bi11 permits disclosure of financial records

if a search warrant is obtained pursuant to Rule 41 of the Federal Rules

of Criminal Procedure. Such a procedurc is available to criminal investigator

>but two aspects of the proposal make it of 1ittle practical value. First,

‘under Rule 41 a search warrant may issue only where the magistrate or

- Judge 1is satisfied that probable cause exists. Unfortunately, it is the

‘rare criminal investigation, especially in the areas of white-collar or
organized qrime or official corruption, where evidence amounting to probable
cause egists at the beginning of the investigation. A criminal investigation
must begin somewhere. Many, if not most, are instituted upon the basis -

of allegations aﬁd suspicions. They ordinarily proceed by inquiring of

a Targe number of people in the hope of developing evidence amounting to

probable cause. When investigators examine written records they are

essential1y doing nothing different from asking questions of the persons

who made or were invoﬁved in making the records, except, as 1 noted previously,
that the records are more accurate. In financially related offenses the
_complexity and surreptitious nature of the crimes almost always requires

that the investigation begin with the review of the available financial
-records. Such records are, ffankly, ﬁhe only effective means by which we
comBat the financially related offenses that are so detrimental to the

community and to the integrity of its government and financial institutions.

To understand why financial records are so important to the

start of the investigation and prosecution of white-collar crime, one

nust first recognize that non-violent economic crime is substantially

~ different in nature from the street crime on which is based so much of the

Approved For Release 2001/11/16 : CIA-RDP77M00144R000800110014-0
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public's attitude toward law cnforcement. With “strect" crime, it is
usually readily apparent that a crime has been committed. There is usually

an outraged victim; there may be witnesses to overt physical acts, and

there 1s almost always some form of tangible evidence. The main question,

then, is the identity of the offender. In contrast, in white-collar
crime, which comprises the bulk of federal prosecutions, the putative
Yvictim" may be the offerer of a bribe to a corrupt government official
and will nbt éompiain to law enforcement officers. The real victim, the
bublic, i1s not even aware that it has been victimized. Usually, there

are no witnesses to the actual commission of the cfime; the only evidence.
that exists is iﬁ the financia] records of those involved. The question

for the investigator to resolve is often whether or not a crime has been

comnitted -- a question which can usually only be answered by discovering

a fault in a seemingly sound structure of apparently unrclated financia]
transactions. In ordér to uncOVer these skillfully disguised i]]egai
transactions, it is frequently necessary to get a complete financial pfofi1e
of all suspected participants in a corrupt écheme and thoroughly analyze

all financial transactions which could have been utilized to disguise
borrupt payments.. No investigation of organized crime or major official

or corporate corruption, therefore, can proceed effectively without

'securing at the outset the financial records of those persons and organizations

under investigation, since those records are the foundation for the

transactional financial analysis.

Approved For Release 2001/11/16 : CIA-RDP77M00144R000800110014-0
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Beyond the need for financial reéords as a starting point for
- criminal investigation, the search warrant provision in $.1343 is of
is]ight practical value because it requires notification of the customer
l when such a warrant issues. Such notification, which is present in each
of the four excepted disclosure provisions in the Bill, is extremely
detrimental to an ongoing criminal investigqtibn because it provides the
iopportupity for the destruction of other evidence of the crime, it warns
- those engaged in continuing criminal activity that investigators are
.ibeginning to focus on their activity, andvit may give the criminal
sufficient time and notice to flee or to impede the investigation throqu
any number of apﬁroaches.“
The fourth and laét;exception to the Bill's prohibition against
disclosure, provided in Section 9, would permit investigators to obtain
Vfinanc§a1 records pursdant to a judicial subpoena but only after the
customer has been no%ified and has been given ten days to move to quash
the subpoena. - If a motion to quash {s filed -- and what person dinvolved
in criminal activity would not file such a motion? -- a court must determine
whether the subpoena is issued for "good cause" and whether it is "material
.to the inquiry." Only after such a determination is disclosure to the
invéstigators permitted. .This proposal has many of the disadvantages
’diséussed above: It incorrectly assumes that when'inveétigations of
_fiﬁancia11y related offenses begin the investigators somehow already have
sufficient evidence to meet the burdens of “"good cause“ and materiality
required to gain access to financial records; and it gives sugpecté notice

that they are under preliminary investigation and of the scope of that

Approved For Release 2001/11/16 : CIA-RDP77M00144R000800110014-0
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investigation. It has, in addition, the distine:

:bui]t—in delay provision of up to ten days, at -

‘considerably longer period if a motion to quash
ensues. Indeed, such Titigation could be carriad
federal appellate court hierarchy with a conscon:.

Perhaps as long as the eighteen-month maximum 14+

In the kihd-of investfgationsiat issu%
.often build a case by using what they tearn fpe:
-know'enough to seek another. The c]oak that fi
carefully laid o%ér their activity must be unro-
‘documents, ideally without“ngtice to. the suspedl
the opportunity for 11tigiou§ide1ay. The amsu

_llitigaFjon between each record disclosure whics
would effectively cripple any investigation o ..
re]ated-offenses.

Furthermore it is deserving of comn
foregoing restrictions; the Bill would preclu.
using or retaining records “for any purpose o
statutory purpose for which the information . -
(section 10). This is highly objectionabie o
rationale. The provision runs counter to a +-
that evidence Tegally obtained for one purpc.
'proper law enforcement purposes. [.g., Cooi .

403 U.S. 443, 464-473 (1971). For éxample,

‘vantage of a

ast, and a

»d and Titigation
firough the entire

lay of many months,

che grand jury itself!

. investigators must

scord in order to

zipants have so

3y a succession of
1 any event Qithout
‘2y and preliminary
11 would foster

cerning financially

beyond all the

© authorities from
the specific

11y obtained”

wout any legitimate
ished body of law
sed for other

- Hampshire,
w0k law that
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‘narcotics found dﬁring an airport inspection of baggage for weapons is
‘admissible in evidence in a narcotics prosecution. No different principTe
-is warranted with respect to the records éovered by this Bill. Thus a
igrand Jury that legally obtained access to such records pursuant, for
_instance, to a criminal fraud investigation should not be precluded from
using them as the basis for an indictment for illegal gambling or income
tax evasion if such violations were revealed by the records. For the Bill
‘to preclude such a legitimate use of information is'not only unfounded
.and seriously damaging in itself, but it might aTsé give rise to claims
of "taint" in whigh the government would have to demonstrate that its -
evidence re]ating to ”anothebf offense than that for which the records
were sought was obtained ihdegendently. Such a burdensome requirement,

as applied to information that {s legally secured, is an astonishing

" proposal that would seriously cripple criminal investigations.

We stress, finally, that it is the Bill's réstrictions on the
access of federal grand juries -- judicial bodies -- to financial records
that causes us the greatest concern, for not only is the grand jury the
primary investigative tool for unraVeI]ing corruption and white-collar
offenses, it i{s also the entity which, precisely because of its judicial
character qnd close superintendence by the federal courts, ﬁoses the
least risk of abuse of any privacy interest that attaches to the financial
records at issue in this legislation.

The Bil1l would, of‘course; radically alter the broad Tatitude

in conducting investigations that Federal grand juries have traditionally

Apbroved For Release 2001/11/16 : CIA-RDP77M00144R000800110014-0
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:been accorded. At present, grand juries may investigate upon the mere
‘suap1c1on that a law has been v1o1ated, and may inquire into an area without
'hav1ng a defendant or cr1m1na] charge specifically in mind. At the same
“time, grand Jury proceedings have always been conducted in thé strictest
:secrecy, as required by the Federal Rules of Criminal Procedure. The
stringént sécrecy rules applicable to grand juries are designed in part

“to encourage witnesses to come forward to test1fy free1y and -to reduce

the chances that an offender may flee or use corrupt means to avoid
?conv1ct1on._ In addition, however, the secrecy rules under which grand
.juries function operate as a strong safeguard against unwarranted dissemina-,,
tion of evidence and information, including information concerning the
very types of records that this,8111 is intended to protect. Such secréqy
rules, we would argue, are themselves sufficient to protect against grand
'Jury abuse of the privacy interest attachlng to such records and thare is
:thus no.need for the cr1pp]1ng procedural restrictions which this Bil]
would place on grand Jury access to financial records.

Moreover, we emphasize that for two centuries neither the

echusionary rule nor a Fourth Amendment snandard of reasonableness has
been app]ied to grand jury proceedings, in recognition of the crucial

importance of not permitting the orderly progress of an investigation to

be delayed or disrupted. In United States v. Dionisio, 410 U.S. 1 (1973),
the Supreme Court overturned a Tower court holding that required a

preliminary showing of reasonableness in order to comply with a grand

Approved For Release 2001/11/16 : CIA-RDP77M00144R000800110014-0
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jury subpoena. The Court noted:
Any holding that would saddlie a grand jury

with minitrials and preliminary showings would

3 1 assuredly impede its investigation and frustrate

the public's interest in the fair and expeditious
administration of the criminal laws.
This Bi1l's provisions would, as to an important category of
records, breach this vital principle and‘wou1d, consequently, fatally
~impair the ability to investigate many criminal offenses, particularly

those concerning governmental corruption and white-collar and organized

L3

?rime. Before it-enacfs, in the name of a privacy 1ﬁterest of very
modest dimensions, 1eg151atioq;that would have such a disastrous impact
on the consumer and the public through tying the hands of federal 1aW
"enforcement authorities, we urge this Committee, and the Congress, to

seriously consider the consequences and the relative priorities involved.

L et e
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